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Hosting MERN on server —
(Project BitBucket)

Plan

Create a VM (Rocky Linux)
Open port 22. 80 (SSH & HTTP)

Install Nodejs, nginx, nano editor, pm?2

Check the nginx is working.

Transfer the project to the VM (via SETP using Termius)

Check for any firewalls are active

Install firewall and add rules

Change the .env file in frontend

A S AR e

Note down the API prefix to configure nginx for backend API calls

[a—
=]

. Install dependencies and create a build folder

—_
—_

. Copy the build folder to the nginx directory.

—_
[\S)

. Change the root directory of nginx that matches the location of new build folder

—
(98]

. Check the frontend working correctly

[a—
AN

. Go to backend and install dependencies

[a—
W

. Give the permission to nginx to the backend directory

—_
o)

. Change the nginx configuration file to set as reverse proxy and reload nginx

—_
~

. Change SELinux policies to prevent restrictions

[a—
00]

. Run the main file (server.js) in the backend using pm2

—
\O

. Access the application from the frontend

\®)
S

. Check for any errors using nginx log files
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1. Create a Rocky Linux VM (or any RHEL based)

In this example, I have used Rocky Linux 9.3 machine.

,(9' Connect ~ [> Start Q‘ Restart I:‘ Stop \) Hibernate E’z Capture ~ i Delate 'f_) Refresh Q Open in mobile R'j Feedback E\ CL /PSS
Location 1 West US 2 (Zone 3) Public IP address : 20.64.148.229
Subscription (move) : Azure for Students Virtual network/subnet : vm1-vnet/default
Subscription ID : ca3cdee5-d273-402e-b774-b5cfd2b278cd DNS name : Not configured
Availability zone 13 Health state HE
Time created 1 5/25/2025, 12:41 PM UTC
Tags (edit) : Add tags

Properties Monitoring Capabilities (7) Recommendations (2) Tutorials

I3 virtual machine & Networking
Computer name vma2 Public IP address 20.64.148.229 { Network interface vm2852_z3 )
Operating system Linux (rocky 9.3) Public IP address (IPvg) -

2. Open ports 22 and 80 (SSH & HTTP)

(D This is a new experience. Please provide feedback

Search rules Source == all Destination == all Protocol == all Action == all

Priority 1 Name Port Protocol Source Destination Action

Inbound port rules (5)

300 A S5H 22 TCP Any Any @ Allow

320 HTTP 80 TCP Any Ay @ Allow
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3. Install Nodejs, nginx, nano editor, pm2

# Install nginx

sudo dnf update && sudo dnf install nginx -y

Install nodejs

curl -o- https://raw.githubusercontent.com/nvm-
sh/nvm/v0.40.2/install.sh | bash
\. "$HOME/.nvm/nvm.sh"

nvm install 22

Install nano editor

sudo dnf install nano -y

Install pm2

npm install pm2 -g

Start and enable nginx

sudo systemctl start nginx

sudo systemctl enable nginx

ion Summary
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4. Check the nginx is working.

nginx -v

Enter IP address of the server in the web browser.

http://<server ip>

** Default nginx web page will be shown **
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Check the public IP address of the server using following command.

curl http://icanhazip.com

BZLFreuse

c £\ Not secure | 20.64.148.229

+ Bookmarks

# Gmail

in Feed|Linkedin #

Instagram

1M Learning Managem...

IP Address of the machine

€ Coursera | Online C...

[ Japura Flames [ GTA like 4to

HTTP Server Test Page

This page is used to test the proper operation of an HTTP server after it has been installed
on a Rocky Linux system. If you can read this page, it means that the software is working
correctly.

Just visiting?

This website you are visiting is either experiencing problems
or could be going through maintenance.

If you would like the let the administrators of this website
know that you've seen this page instead of the page you've
expected, you should send them an email. In general, mail
sent to the name "webmaster” and directed to the website's
domain should reach the appropriate person.

The most common email address to send to is:
"webmaster@example .com”
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| am the admin, what do | do?

‘You may now add content to the webroot directory for your
software.

For systems using the Apache Webserver: You can add
content to the directory /var; ),
people visiting your website

like this page to not be shown, follow the instructions in-
fetc/httpd/conf.d/welcome.conf.

For systems using Nginx: You can add your content in a
location of your choi d edit the rect configuration
directive in /etc/nginx/nginx.conf.

. Google Cloud Com...


http://icanhazip.com/
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5. Transfer the project to the VM (via SFTP using Termius)

Vaults @& SFTP ) Master
Local Q, Filter Actions v G Master Q, Filter Actions v
< > C: ¥ I bitbucket ¥ bitbucket > bit clene - Copy < > home ¥ azureuser
Name Date Medified Size Kind Name Date Medified Size Kind

Drag and drop the project folder to the target machine (in the Right side).

6. Check for any firewalls are active

sudo firewall-cmd --state

If firewall-cmd is not installed, following message will be appeared.
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7. Install firewall and add rules
# Install and activate firewall-cmd
sudo dnf install firewalld -y
sudo systemctl enable firewalld

sudo systemctl start firewalld

# Add rules to open ports

sudo firewall-cmd --permanent --add-service=ssh

sudo firewall-cmd --permanent --add-service=http

eload

S sudo firewall-cmd —-list-all

[
[

Learn more about firewall-cmd

Firewall-cmd
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https://www.digitalocean.com/community/tutorials/how-to-set-up-a-firewall-using-firewalld-on-rocky-linux-8
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8. Change the .env file in frontend

Change the BASE URL in the .env file to IP address of the machine. (Do not enter any port
number. Just the IP address only.)

9. Note down the API prefix to configure nginx for backend API calls

[
[+
]
=]
m

¥ Copy v

const response = await fetch( ${process.env.REACT_APP_API_BASE_URL}/api/admin/login™);

From this, you know the prefix is /api/ .

10. Install dependencies and create a build folder

npm install

npm run build

11. Copy the build folder to the nginx directory

sudo cp -r build /usr/share/nginx/html

© 2025 Kalhara Batangala — All rights reserved



Page | 8

12. Change the root directory of nginx that matches the location of the new build folder
Go to nginx configuration file and edit it.

sudo nano /etc/nginx/nginx.conf

html/build;

After changing the configuration file, reload nginx to apply changes.

sudo nginx -s reload

As a best practice, it is advisable to test the syntax errors in nginx.conf file using following
command. sudo nginx -t
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13. Check the frontend working correctly

Enter the public ip address of the machine in the browser and check whether the frontend is

accessible.
http://<server ip>

/A Notsecure 20.64.148.229

arks ¢ Gmail in Feed|Linkedin & Maps (@ Instagram ) Learning Managem... € Coursera |Online C.. [ Japura Flames [ GTAlike4to . Google Cloud Com...

Bitbucket Dashboard

Username

Password

Don't have an account?
Sign up as Student

Are you an Admin?
Login as Admin

o
iIN e
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14. Go to backend and install dependencies

npm install

15. Give the permission to nginx to the backend directory

# Check the permissions
11

# Give the permission to nginx to backend directory. (files inside backend inherit them)

sudo chown -R nginx:nginx ~/path/to/backend

sudo chmod -R 755 ~/path/to/backend
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16. Change the nginx configuration file to set as a reverse proxy, and reload nginx
Before configuring nginx, we need to check backend files to write the server block correctly.

e Look at common entry points like server.js or app.js.
If the backend defines routes like:

javascript & Copy ¢ Edit

app.get('/admin/login’, handler);

— The backend does not expect /api/, so use the trailing slash ( proxy_pass

http://localhost:4008/; ).

If the backend defines routes like:
javascript & Copy & Edit

app.get(’'/api/admin/login’, handler);

— The backend expects /api/, so do not use the trailing slash ( proxy_pass

http://localhost:4888; ).

serverjs M X

Expects /api/

So omit the trailing slash

(488).json({ error: 'Username and pa

= await Student.findOne({ username });
nt) {
n res.status(481).json({ error: 'Invalid usernam
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sudo nano /etc/nginx/nginx.conf

location /api/ {
proxy_pass http://localhost:4000;
proxy_http version 1.1;
proxy set header Upgrade $http upgrade;
proxy_set header Connection 'upgrade';

proxy set header Host $host;

proxy_cache bypass $http upgrade;

Now check for any inconsistencies in the configuration file and reload the nginx to apply
changes.

sudo nginx -t

sudo nginx -s reload
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17. Change SELinux policies to prevent restrictions
# Check the current SELinux status:

getenforce

# If SELinux is enforcing, allow Nginx to connect to the backend:

sudo setsebool -P httpd_can_network_connect 1

18. Run the main file in the backend using pm?2
Go to backend folder.

pm2 start <entry file> --name <process_name>
ex: pm2 start server.js --name bitbucket

Entry file can be: main.js/server.js/app.js/index.js

Process name can be any name : backend/node-process1

Runtime Edition

uptime i status watching

o
il e
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19. Access the application from the frontend

= C A\ Notsecure  20.64.148.229/admin/dashboard @ T

% Bookmarks g Gmail in Feed|Linkedin & Maps (@ Instagram 0 Leaming Managem.. € Coursera|Online €.. [ JapuraFlames [ GTAlikedto #. Google Cloud Com...

*
Admln DaShboa rd Peoples Projects Workspaces Manage Groups

Monday, May 26, 2025

Development Team C# 3 e

Development Team C# 5 %

20. Check for any errors using nginx log files

sudo tail -f /var/log/nginx/error.log

sudo tail -f /var/log/nginx/access.log

. . . . irror.log
POSS]'bly SEL1inux p°11C1e5 'usr /share/nginx/html/build/admin/assets/js/p

restrict access to backend ports TTP/1.8", host: " "
'usr/share/nginx/html/build/404.hitml" failed

/pbxty¥e.js HTTP/1.8", host: " "
ce] TELTOFPME1T9: signal process st
25/05/26 ©5:88:10 [crit] 76181#76181: *56 connect() to [

"POST Japi/admin/login HTTP/1.1", upstream: "http://[:

arted
:1]:4000 failed (13: Permission denied)
:1]:40800/ap1 /admin/Llogin", host: "
:4000 failed (13: Permission den
equest: "POST /api/admin/login HTTP/1.1", upstream: "http:// 14000 fapi fadmin/login", host
025/85/26 ©5:88:10 [error] T76181#76181: *56 open() "fusr/share/nginx/hitml/build/58x.html" failed
stz "POST fapi/admin/login HTTP/1.1", upstream: "http:/f :4000 fapi fadmin/login", host: "
025/05/26 ©6:01:59 r] 76181#76181: *68 open() "/usr/share/nginx/html/build/.env" failed (2:
"GET [.env HTTP/1.1", host: " "

025/05/26 ©6:01:59 [error] 76181#76181: *68 open() "/usr/share/nginx/html/build/484.html" failed
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21. Common Errors

10|

[0 Elements Console »» a2 |2 @ £
@ twpr @ Y Filter All levels =

2 lssues: B2 §83

& »Mixed Content: The page at '

[DOM] Input elements should have devora.slt.lk/:1
autocomplete attributes (sugpested: "current-password™):

(More info: hitps://poo.gl/9p2wKg) null
[DOM] Input elements should hawve adminlogin:l
autocomplete attributes (sugpested: "current-password™):
(More info: hittps://goo.gl/9p2vkg)
<input type="password” id="password” placeholder="Ent
er your password® class="w-full px-4 py-3 border-2 bo
rder-gray-3@8 rounded-1g focus:outline-none focus:rin
g-2 focus:ring-indigo-58@ transition duration-38a8"
required value="123"»

hitps://devora.slt.lk/adminlogin® was loaded over HTTPS,—
but requested an insecure resource '
http://28.285.17.138/api/admin/login’. This request has
been blocked; the content must be served over HTTPS.
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Adminlogin.js:16 ot

@ »Login error: TypeError: Failed to fetch  hook.js:688
at onsubmit (Adminleogin.js:16:38)

Show ignore-listed frames

The above error shows that content was requested over HTTP but served via HTTPS and has

been blocked the request.

This happens often due to incorrect frontend URL. The frontend Base URL might be

http://<server-ip>

We have to change the .env file or frontend Base URL and rebuild the frontend.
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