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Hosting MERN on server –  

(Project BitBucket)  

 

Plan 

1. Create a VM (Rocky Linux) 

2. Open port 22, 80 (SSH & HTTP) 

3. Install Nodejs, nginx, nano editor, pm2 

4. Check the nginx is working.  

5. Transfer the project to the VM (via SFTP using Termius) 

6. Check for any firewalls are active 

7. Install firewall and add rules 

8. Change the .env file in frontend 

9. Note down the API prefix to configure nginx for backend API calls 

10. Install dependencies and create a build folder 

11. Copy the build folder to the nginx directory. 

12. Change the root directory of nginx that matches the location of new build folder 

13. Check the frontend working correctly 

14. Go to backend and install dependencies 

15. Give the permission to nginx to the backend directory 

16. Change the nginx configuration file to set as reverse proxy and reload nginx 

17. Change SELinux policies to prevent restrictions 

18. Run the main file (server.js) in the backend using pm2 

19. Access the application from the frontend 

20. Check for any errors using nginx log files  
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1. Create a Rocky Linux VM (or any RHEL based) 

In this example, I have used Rocky Linux 9.3 machine.  

 

 

 

 

 

 

 

 

 

 

2. Open ports 22 and 80 (SSH & HTTP) 
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3. Install Nodejs, nginx, nano editor, pm2 

 

 Install nginx 

sudo dnf update && sudo dnf install nginx -y 

 Install nodejs 

curl -o- https://raw.githubusercontent.com/nvm-

sh/nvm/v0.40.2/install.sh | bash 

\. "$HOME/.nvm/nvm.sh" 

nvm install 22 

 Install nano editor 

sudo dnf install nano -y 

 Install pm2 

npm install pm2 -g 

 Start and enable nginx 

sudo systemctl start nginx 

sudo systemctl enable nginx 
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4. Check the nginx is working. 

nginx -v 

Enter IP address of the server in the web browser. 

http://<server_ip> 

      ** Default nginx web page will be shown ** 

Check the public IP address of the server using following command.  

curl http://icanhazip.com 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

IP Address of the machine 

http://icanhazip.com/
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5. Transfer the project to the VM (via SFTP using Termius) 

  

 

Drag and drop the project folder to the target machine (in the Right side). 

 

 

6. Check for any firewalls are active 

 

sudo firewall-cmd --state 

 

If firewall-cmd is not installed, following message will be appeared. 
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7. Install firewall and add rules 

 Install and activate firewall-cmd 

sudo dnf install firewalld -y 

sudo systemctl enable firewalld 

sudo systemctl start firewalld 

 Add rules to open ports 

sudo firewall-cmd --permanent --add-service=ssh 

sudo firewall-cmd --permanent --add-service=http 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Learn more about firewall-cmd  

     Firewall-cmd  

 

 

https://www.digitalocean.com/community/tutorials/how-to-set-up-a-firewall-using-firewalld-on-rocky-linux-8
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8. Change the .env file in frontend 

Change the BASE_URL in the .env file to IP address of the machine. (Do not enter any port 

number. Just the IP address only.) 

 

 

 

9. Note down the API prefix to configure nginx for backend API calls 

 

 

10.  Install dependencies and create a build folder 

npm install 

npm run build 

 

11. Copy the build folder to the nginx directory  

sudo cp -r build /usr/share/nginx/html 
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12. Change the root directory of nginx that matches the location of the new build folder 

Go to nginx configuration file and edit it. 

sudo nano /etc/nginx/nginx.conf 

 

After changing the configuration file, reload nginx to apply changes.  

sudo nginx -s reload 

As a best practice, it is advisable to test the syntax errors in nginx.conf file using following 

command.     sudo nginx -t  
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13. Check the frontend working correctly 

Enter the public ip address of the machine in the browser and check whether the frontend is 

accessible.  

http://<server_ip> 

  

 

 

 

 

 

 

 

 

 

 

 



P a g e  | 10 

 

                                                                        2025 Kalhara Batangala – All rights reserved  

14. Go to backend and install dependencies 

npm install 

 

15. Give the permission to nginx to the backend directory 

 

 Check the permissions  

ll 

 Give the permission to nginx to backend directory. (files inside backend inherit them)  

sudo chown -R nginx:nginx ~/path/to/backend 

sudo chmod -R 755 ~/path/to/backend 
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16. Change the nginx configuration file to set as a reverse proxy, and reload nginx 

Before configuring nginx, we need to check backend files to write the server block correctly. 

• Look at common entry points like server.js or app.js. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Expects /api/ 

So omit the trailing slash 
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sudo nano /etc/nginx/nginx.conf 

 

location /api/ { 

    proxy_pass http://localhost:4000; 

    proxy_http_version 1.1; 

    proxy_set_header Upgrade $http_upgrade; 

    proxy_set_header Connection 'upgrade'; 

    proxy_set_header Host $host; 

    proxy_cache_bypass $http_upgrade; 

} 

 

 

 

 

 

 

 

 

 

 

 

 

Now check for any inconsistencies in the configuration file and reload the nginx to apply 

changes. 

sudo nginx -t 

sudo nginx -s reload 
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17. Change SELinux policies to prevent restrictions 

 Check the current SELinux status: 

getenforce 

 If SELinux is enforcing, allow Nginx to connect to the backend: 

sudo setsebool -P httpd_can_network_connect 1 

 

18. Run the main file in the backend using pm2 

Go to backend folder. 

pm2 start <entry file> --name <process_name> 

ex: pm2 start server.js --name bitbucket 

Entry file can be: main.js/server.js/app.js/index.js 

Process name can be any name : backend/node-process1 
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19. Access the application from the frontend 

  

 

20. Check for any errors using nginx log files 

sudo tail -f /var/log/nginx/error.log 

sudo tail -f /var/log/nginx/access.log 

 

 

 

 

 

 

 

 

 

 

 

 

Possibly SELinux policies 

restrict access to backend ports 
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21. Common Errors 

 

 

The above error shows that content was requested over HTTP but served via HTTPS and has 

been blocked the request.  

This happens often due to incorrect frontend URL. The frontend Base URL might be 

http://<server-ip> 

We have to change the .env file or frontend Base URL and rebuild the frontend.  


